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Lesson 2.2 – Server Vulnerabilities
**Instructions:  Please change the text color of your responses to red text.  Please organize the endings to each page.
Activity 2.2.3 – Server Analysis
1. Were you able to get the directory listing? (After Direction #10)

2. Save a screenshot of the result as evidence.

3. Where is the log file’s new location? (After Direction #16)

4. Save a screenshot of the result as evidence.

5. Collaborate with a partner to answer the following questions. (After Direction #17)

a. Why is it best to have the log files stored outside the inetpub directory?

b. What are your thoughts about using the folder name “Logs”?

c. Can you find a connection between this protection measure and directory browsing? Explain your answer.

6. Were you able to connect and upload a file? (After Direction #30)

7. Save a screenshot of the result as evidence.

8. Write a brief report to describe the remediation strategy you took for each of the three vulnerabilities in this activity. Your report should address the following questions:

a. [bookmark: _GoBack]What vulnerability did you address?

b. Which admin tool did you use to address this vulnerability?

c. Summarize the configuration changes you made for remediation.

Conclusion

1. How does the security (or lack of security) on the host affect the security of the web server?

